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Executive Summary

The defense and government Al market represents one of the fastest-growing and most durable Al verticals, projected to reach
$45B by 2028 from $18B in 2024 (26% CAGR). Driven by geopolitical urgency, massive government budgets ($886B DoD
FY2024), and an explicit "Al arms race" narrative, this sector offers unique investment characteristics: long contract cycles,

high switching costs, regulatory moats, and recession-resistant revenue streams.

Key thesis: The defense Al market is bifurcating between legacy primes slow to adopt Al and a new generation of "Al-native
defense" startups capturing billions in contracts. The window for investment is now — consolidation will follow.

Market Sizing & Structure

Total Addressable Market

Segment 2024 2028E CAGR Key Drivers
Autonomous Systems & Drones $6.2B $15.8B 26.3% Ukraine lessons, Replicator initiative
Intelligence & Surveillance Al $4.1B $9.7B 24.1% GEOINT, SIGINT processing, China threat
Cyber Operations & Al Security $3.8B $8.5B 22.4% Offensive/defensive cyber, zero trust
Command & Decision Support $1.9B $4.8B 26.0% JADC2, CJADC?2 programs
Logistics & Predictive Maintenance $1.2B $3.1B 26.8% Readiness optimization, cost reduction
GovTech & Civic Al $0.8B $2.4B 31.6% Digital services, fraud detection, permitting
Space & Satellite Al $0.6B $1.8B 31.5% Space domain awareness, mega-constellations
Simulation & Training $0.4B $1.2B 31.6% Synthetic environments, digital twins
Total $19.0B $47.3B 25.6%

Government Al Spending Context

e U.S. DoD Budget FY2025: $895B (+3.1% YoY)

¢ DoD Al/Autonomy Spend: $3.1B explicitly labeled, estimated $8-12B including embedded Al
e CDAO Budget: $1.8B (Chief Digital and Al Office)

¢ Replicator Initiative: $1B+ for autonomous systems at scale

e Five Eyes Total Al Defense Spend: Estimated $18-22B annually

e NATO Al Strategy: Al as "strategic enabler" — all 32 members increasing Al investment

Competitive Landscape

Tier 1: Al-Native Defense Companies (>$500M Valuation)



Revenue

Company Valuation Est Focus Key Contracts
st.
Aut t Latti USSOCOM, A N
Anduril Industries $14B $1.5B+ ARR utonomous systems, Lattice » Army, Navy,
0Ss AUKUS
Palantir $230B . CIA, DoD, Army, 100+
. . $2.9B ARR Data analytics, AIP platform .
Technologies (public) agencies

Autonomous aircraft,

Shield Al $5.3B $250M+ . . DoD, Air Force, Navy
Hivemind

Rebellion Defense $1.1B $80M+ ML for defense applications DoD, Five Eyes

Primer Al $700M $50M+ NLP for intelligence CIA, NSA, DIA

Tier 2: Emerging Defense Al ($100M-$500M)

Company Valuation Focus Traction
Vannevar Labs $300M+ Real-time intelligence for warfighters SOCOM, Army
Epirus $500M+ Directed energy + Al targeting DoD counter-drone
Rhombus Power $200M Al threat detection, predictive analytics Intelligence community
Helsing €4.5B European defense Al platform NATO, Germany, France, UK
Saab Digital Division Nordic defense Al Swedish defense, NATO
BlackSky Technology $600M (public) Geospatial intelligence Al NRO, NGA, DoD
HawkEye 360 $500M+ RF signal intelligence from space DoD, intelligence agencies
Skydio $2.2B Autonomous drones DoD, DHS, enterprise
Saronic Technologies $600M+ Autonomous surface vessels U.S. Navy

Tier 3: GovTech Al ($50M-$300M)

Company Focus Government Traction
Mark43 Public safety records management 200+ police departments
Axon (Al division) Law enforcement Al, body cameras Dominant in LE tech
Evisort Al contract management for agencies GSA, DoD
Govini Defense analytics, supply chain risk DoD acquisition
Rebellion Defense ML ops for government Pentagon, Five Eyes

Tyto Athene IT modernization, cloud Federal agencies



Maxar (now merged) Satellite imagery + Al

Babel Street Identity intelligence, PAI

Legacy Primes — Al Transformation Efforts

Company Al Initiative
Lockheed Martin Al Center, JADC2
RTX (Raytheon) Al accelerator

Northrop Grumman GBSD, autonomous

General Dynamics IT/mission systems
Boeing Defense Loyal Wingman, MQ-25
L3Harris ISR, electronic warfare
BAE Systems Digital intelligence

Revenue

$67.6B

$68.9B

$39.3B

$42.3B

$24.98

$21.1B

£25.3B

NGA, NRO, DoD

Law enforcement, IC

Al Challenge
Slow innovation cycle
Integration complexity
Talent acquisition
Cultural inertia
Quality/trust issues
Acquisition integration

Geographic fragmentation

Deep Dive 1: The "Al-Native vs. Legacy Prime" Battle

The Opportunity Gap

The defense Al market is experiencing a generational shift comparable to what happened in enterprise SaaS — incumbents built

on decades-old architectures vs. Al-native challengers built from scratch.

Anduril's Lattice OS exemplifies this. Rather than building point solutions, Anduril created a software platform that turns any

sensor, effector, or autonomous system into a networked node. The result:

e 10x faster deployment vs. prime integration timelines

¢ Software-defined capabilities — update via software, not hardware

¢ Commercial development speed — ship features quarterly, not annually

e Contract wins against Lockheed, Boeing, and Northrop in autonomous systems

What this means for investors:

e Al-native defense companies capture disproportionate value per dollar of revenue

e Software margins (70-80%) vs. hardware-heavy prime margins (10-15%)

e Talent moat — top Al engineers prefer mission-driven startups to legacy primes
e Government procurement reform (SBIR, OTAs, DIU) actively favors startups

Key Risk: The "Valley of Death"

Many defense Al startups struggle to cross from prototype to production:

¢ Procurement timelines: 12-36 months from demo to contract

¢ Compliance overhead: CMMC, ITAR, FedRAMP add 6-12 months

e Cash burn: Need $50-100M+ to bridge the gap

e Program of Record (PoR): The holy grail — recurring multi-year contracts



Implication: Investors should look for companies that have crossed from OTA/prototype to PoR status. Anduril and Shield Al
have done this. Many Tier 2 companies have not.

Deep Dive 2: Autonomous Systems — The Replicator Revolution

The Ukraine Effect

The Russia-Ukraine war has fundamentally changed defense thinking:

e Drones are decisive: $500 FPV drones destroying $5M tanks
e Mass matters: Quantity of autonomous systems > quality of single platforms
¢ Speed of adaptation: Weeks of iteration vs. years of procurement

DoD Replicator Initiative
Launched August 2023, Replicator aims to field thousands of autonomous systems within 18-24 months:

¢ Replicator 1: Focused on counter-China Taiwan scenario — autonomous air, sea, subsea
e Replicator 2: Expanded to counter-drone and logistics autonomy

e Budget: $1B+ initial, expected to grow to $5B+ annually

o Key contractors: Anduril, Shield Al, AeroVironment, L3Harris, General Atomics

Investment Implications

Autonomous Sub-Segment Key Players Investment Thesis

Small tactical drones AeroVironment, Skydio, Shield Al Volume game — thousands needed
Counter-UAS (drone defense) Anduril, Epirus, D-Fend Every base needs counter-drone
Autonomous surface vessels Saronic, Saildrone, L3Harris Navy's unmanned fleet strategy
Autonomous undersea Anduril (Dive-LD), Boeing (Orca) A2/AD strategy, mine countermeasures

Collaborative combat aircraft Anduril (Fury), Boeing (MQ-28), GA $30B+ CCA program

Ground robots Ghost Robotics, Clearpath, QinetiQ Base security, logistics

Deep Dive 3: GovTech Al — The Sleeping Giant
Why GovTech Al Is Undervalued
While defense Al captures headlines, civilian government Al is arguably a larger long-term opportunity:

¢ Federal IT spending: $65B+ annually, growing 5%+ YoY

e State & local: $120B+ in IT spend, massive modernization backlog

e Biden Al Executive Order (Oct 2023): Mandated Al adoption across all agencies

¢ OMB Al Guidance (Mar 2024): Required every agency to appoint a Chief Al Officer
e FedRAMP reform: Streamlined cloud/Al authorization process

High-Growth GovTech Al Use Cases

Use Case Market Size Growth Example Companies



Fraud detection (tax, benefits) $3.2B 28% Socure, Sentilink, Alloy

Permitting & regulatory Al $1.1B 35% OpenGoy, CityGov, Relativity

Public health surveillance $0.8B 32% Palantir, SAS, CDC partnerships

Court & justice Al $0.6B 25% Thomson Reuters, Tyler Tech
Immigration & border Al $0.9B 30% Babel Street, Clearview (controversial)
Benefits administration $1.4B 24% Nava PBC, Skylight, Code for America
Infrastructure monitoring $0.7B 33% Spire, Planet Labs, Urbint

Investment Themes & Opportunities

Theme 1: The "Defense Software Premium"

Thesis: Defense software companies trade at 15-25x revenue vs. 3-5x for hardware. As defense shifts from hardware to
software-defined capabilities, pure-play defense software companies will command premium valuations.

e Palantir trades at ~80x revenue (extreme premium for defense Al)

e Anduril likely to IPO at 20-30x revenue

e Shield Al, Rebellion Defense approaching this threshold

e Opportunity: Identify Tier 2 defense software companies before they cross $100M ARR

Theme 2: The Allied Defense Al Opportunity

Thesis: AUKUS, NATO expansion, and European rearmament are creating massive demand for allied defense Al. European
defense Al is 3-5 years behind the U.S. — catch-up spending will be enormous.

¢ Helsing (€4.5B valuation) is the European Anduril equivalent

e Germany's €100B defense modernization fund

e Japan's 60% defense spending increase

e South Korea, Australia, UK all ramping Al defense budgets

e Opportunity: U.S. defense Al companies expanding to allies, or European pure-plays

Theme 3: Dual-Use Al Infrastructure

Thesis: The most capital-efficient defense Al investments are companies with both commercial and defense revenue. Dual-use
reduces customer concentration risk and accelerates R&D through commercial iteration speed.

e Palantir: 55% government, 45% commercial

e Skydio: defense + enterprise inspection

e Planet Labs: defense intelligence + commercial Earth observation

e Opportunity: Commercial Al companies pivoting to defense (massive TAM expansion)

Theme 4: Counter-Al and Defensive Al

Thesis: As adversaries deploy Al, the market for Al to counter Al is exploding. Counter-drone, deepfake detection, Al-powered
cyber defense, and adversarial ML represent a new defensive layer.

e Epirus (directed energy counter-drone): $500M+ valuation
e Deep Instinct, CrowdStrike (Al cyber defense): multi-billion



e Reality Defender, Clarity Al (deepfake detection): early stage
e Opportunity: Counter-Al is defensive spending — budgets are uncapped when threats are real

Theme 5: GovTech Modernization Roll-Up

Thesis: State and local government IT is the most fragmented, underserved market in software. Al is the forcing function for
modernization. PE-style roll-up of vertical GovTech companies + Al integration = high-margin platform play.

e Tyler Technologies ($6B, 30+ acquisitions)
e OpenGoy, CityGov, Socrata (now Tyler)
e Mark43, Motorola Solutions, Axon in public safety

e Opportunity: Fragmented verticals (courts, permitting, benefits) ripe for Al-native consolidation

Risk Factors

Risk Severity Mitigation
Procurement delays High Focus on companies with PoR status
Security clearance bottleneck Medium Companies with cleared workforce have moat
Political risk (administration change) Medium Bipartisan support for defense Al
Ethical/autonomy backlash Medium "Human-in-the-loop" requirement for lethal
ITAR/export restrictions Medium Limits allied sales; creates domestic moat
Budget sequestration risk Low Defense spending has bipartisan floor
China competition High Accelerates spending; validates market

Actionable Intelligence

For VC/Growth Investors:

1. Now: Defense Al Tier 2 companies approaching $100M ARR (pre-IPO)
2. Near-term: European defense Al startups (Helsing ecosystem, Nordic defense tech)
3. Emerging: GovTech Al in benefits administration, permitting, and fraud detection

For PE Firms:

1. Buy-and-build: GovTech vertical consolidation (courts, public safety, permitting)
2. Carve-out: Defense divisions of IT services companies (cloud, data analytics)
3. Platform play: Defense compliance/DevSecOps infrastructure (CMMC, FedRAMP)

For Corporate Strategy:

1. Acqui-hire: Defense Al startups for cleared Al talent
2. Partnership: Dual-use Al companies for defense market entry
3. M&A: Counter-Al and deepfake detection for defensive portfolio

Methodology



This report synthesizes analysis from DoD budget documents, Congressional Research Service reports, defense industry
databases, company filings, VC/PE transaction data, and proprietary competitive intelligence. Market sizing uses bottom-up
analysis from government contract databases (USAspending.gov, FPDS) combined with top-down estimates from defense
industry analysts.

This is a sample report demonstrating Prime Intel's Market Intelligence capability. Custom reports available with specific
company deep-dives, contract analysis, and investment recommendations tailored to your portfolio thesis.
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